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TeamPCP Breaches GitHub Internal
Repositories via Malicious VS Code
Extension

Technical analysis of the GitHub-confirmed compromise of internal repositories by the threat group
TeamPCP, traced to a malicious Visual Studio Code extension installed on a single employee
workstation.

What Happened

GitHub has confirmed unauthorized access to its internal source code repositories following the

compromise of an employee workstation. The initial access vector was a malicious Visual Studio
Code extension installed by the employee. From that single foothold, the attacker exfiltrated data
from internal repositories before the activity was detected and contained.

The threat actor, identified as TeamPCP, has publicly claimed access to approximately 4,000
internal repositories. GitHub has stated the figure is "directionally consistent" with their own
findings, with current confirmed exposure at approximately 3,800 internal repositories. The group
is offering the stolen data for sale on underground forums at a minimum asking price of $50,000.

GitHub has stated that public repositories and customer-hosted repositories are not affected
at this stage of the investigation. The exposure is confined to GitHub-internal source code and
supporting artifacts. The investigation is ongoing and the company has indicated that additional
findings may emerge.

This is not TeamPCP's first software supply chain operation in 2026. The group has been linked by
security researchers to prior compromises affecting widely used developer tools and to the Mini
Shai-Hulud worm campaign that propagated through public package registries earlier in the year.

Attack Profile

Attribute Detail

Target GitHub internal repositories

Initial access vector Malicious Visual Studio Code extension on employee workstation
Confirmed exposure Approximately 3,800 internal repositories

Threat actor claim Approximately 4,000 internal repositories accessed

Public repository impact None confirmed



Attribute Detail

Customer repository None confirmed

impact
Attribution TeamPCP
Monetization Offered for sale on underground forums, minimum $50,000

Prior TeamPCP operations Trivy, Checkmarx, Bitwarden CLI, TanStack supply chain
in 2026 compromises; Mini Shai-Hulud worm

Disclosure status Confirmed by GitHub; investigation ongoing

The Attack Chain

The mechanics align with the established TeamPCP playbook observed across the group's prior
2026 operations. Reconstructing the chain from GitHub's public statements and security
researcher analysis:

Step 1. Malicious extension distribution. TeamPCP published a malicious Visual Studio Code
extension. The exact distribution channel has not been publicly detailed, but VS Code extensions
reach developer workstations through the official marketplace, sideloaded VSIX packages,
repository-recommended extension lists, and copy-paste install instructions from technical
documentation. The group's prior operations suggest social-engineering or typosquatting of
legitimate extension names is a plausible distribution path.

Step 2. Installation on developer endpoint. A GitHub employee installed the extension on their
workstation. VS Code extensions execute with the full privileges of the user running VS Code.
There is no sandbox between an extension and the host operating system. Once installed, the
extension can read any file the user can read, write any file the user can write, and make outbound
network connections without restriction.

Step 3. Credential and token harvesting. The extension harvested credentials, SSH keys, cloud
provider keys, GitHub authentication tokens, and other secrets present on the workstation.
Developer machines typically contain a dense concentration of high-value secrets including
personal access tokens, SSH keys for source code access, cloud credentials, container registry
tokens, and SSO session artifacts.

Step 4. Repository access via stolen credentials. Using the harvested GitHub authentication
material, the attacker accessed internal repositories with the permissions of the compromised
employee account. The scope of repositories accessible depended on the employee's role and
team membership within GitHub.

Step 5. Bulk repository exfiltration. The attacker cloned approximately 3,800 internal repositories.
Repository data was exfiltrated over channels that, based on prior TeamPCP operations, likely
included third-party file hosting services and direct outbound connections to attacker-controlled
infrastructure.



Step 6. Monetization. TeamPCP advertised the stolen repository data for sale on underground
forums at a minimum price of $50,000.

Why VS Code Extensions Are a Structural Risk

Visual Studio Code is one of the most widely deployed development environments in enterprise
engineering organizations. Its extension model is also one of the highest-privilege execution paths
on a developer workstation. Several properties of the extension ecosystem combine to create a
category-level risk that this incident operationalizes:

Extensions run with full user privileges. There is no permissions model that restricts what an
extension can access. An extension that claims to provide syntax highlighting can also read SSH
keys, exfiltrate environment variables, modify Git configurations, and connect to arbitrary network
destinations.

Extension installation is decentralized and frequent. Developers install extensions reactively
based on the language, framework, or task in front of them. A typical developer workstation
accumulates dozens of extensions over time, many of which are no longer actively used.

Marketplace verification is limited. Visual Studio Code Marketplace performs automated
scanning of submitted extensions but does not perform deep behavioral analysis. Malicious
extensions have repeatedly survived in the marketplace for extended periods before takedown.

Workstation visibility is poor. Most enterprise endpoint security tooling has limited insight into the
contents of a developer's VS Code extension folder. Standard EDR products do not catalog installed
extensions, do not flag installations of unverified publishers, and do not inspect extension
execution behavior against allowlists.

The blast radius is large. A single compromised developer workstation provides access to source
code, credentials for cloud accounts, CI/CD pipeline tokens, package registry credentials, and SSH
access to production systems. The 3,800-repository GitHub exposure from one workstation
illustrates the structural blast radius.

These properties make developer workstations the primary attack surface for software supply
chain operations, and TeamPCP's 2026 campaign demonstrates that the surface is being exploited
at scale.

TeamPCP Campaignh Context

This GitHub breach is the latest entry in TeamPCP's 2026 operations against the software supply
chain. The group's documented activity through 2026 includes:

Trivy compromise. Compromise of the Trivy GitHub Action with downstream credential harvesting.
The stolen credentials reportedly contributed to subsequent compromises of additional packages
and a separate enterprise dev environment breach.

Checkmarx compromise. Supply chain incident affecting Checkmarx components, with
developer-side credential exposure.



Bitwarden CLI compromise. Malicious package targeting the Bitwarden command-Lline interface,
exfiltrating credentials from environments where the CLI was used to access secrets.

TanStack compromise. Supply chain incident affecting the TanStack ecosystem, distributed
through compromised package versions.

Mini Shai-Hulud worm. Self-propagating malware affecting public package registries, named for
its similarity to the earlier Shai-Hulud npm worm. The Mini variant demonstrated TeamPCP's
capability to deploy worm-class propagation logic in addition to single-target compromises.

The pattern across these operations is consistent: compromise a high-trust component
upstream, harvest credentials downstream, monetize the result, and use harvested
credentials to fund the next iteration of compromise. Each operation feeds the next. The GitHub
breach extends the pattern from upstream tooling into the platform that hosts the upstream
tooling.

Downstream Risks From the GitHub Exposure

The repositories exposed in this incident are GitHub's own internal source code and supporting
artifacts. The risks that flow from this exposure are not limited to GitHub itself. They extend to every
organization that depends on GitHub-hosted infrastructure, GitHub Actions, GitHub packages, and
the GitHub release pipeline.

Vulnerability discovery in unpatched code paths. Internal source code provides an attacker with
the ability to identify security defects in GitHub's platform before they are publicly disclosed or
patched. Vulnerabilities discovered through static analysis of stolen code can be weaponized while
the platform owner is still unaware of them.

Supply chain targeting of GitHub-adjacent infrastructure. Internal tooling reveals attack
surfaces in GitHub Actions, the package registry, release infrastructure, and developer-facing APls.
Knowledge of how a platform builds and ships code can be used to attack its build and release
pipeline.

Impersonation and targeted social engineering. Internal communication patterns, code review
conventions, and team structures captured in repositories can fuel highly targeted phishing
operations against GitHub employees and against organizations that interact with GitHub support,
sales, or engineering channels.

Follow-on access through embedded credentials. Tokens, APl keys, and credentials embedded
in source code repositories provide pivots into connected systems. Even where strict secret-
scanning practices apply, historical commits, configuration files, and test fixtures often contain
residual credentials that can extend the breach beyond the initial repository exposure.

The combination of these risks means the incident is not closed when the unauthorized access is
contained. The exposure window for downstream consequences extends for the lifetime of any
secret, credential, or architectural assumption embedded in the stolen repositories.



Indicators and Detection Signals

Specific indicators tied to TeamPCP's GitHub operation, derived from security researcher reporting
and the group's prior 2026 activity:

Commit and identity indicators:

e Commits authored under the email address claude@users.noreply.github.com, observed
across multiple TeamPCP operations in 2026 as an impersonation pattern

e Branch names following Dependabot-like naming conventions used to disguise malicious
commits as routine dependency updates

e Pullrequests originating from accounts created shortly before the activity, with minimal
commit history outside the target repository

VS Code extension indicators:

e Extensions from publishers with no established reputation, recently created marketplace
accounts, or unusual permission requests

e Extensions that invoke outbound network connections during installation or first activation

e Extensionsthat read files outside the workspace directory, particularly from .ssh, .aws,
.config, and user home directory locations

e Extensionsthat access the operating system credential store or browser-saved credentials

Workstation behavioral signals:

e VS Code processes initiating outbound connections to file-sharing services, paste sites, or
non-standard endpoints

o Bulk reads of credential files (.ssh/id_*, .aws/credentials, .netrc, .config/gh/hosts.yml)
outside legitimate developer activity

¢ New OAuth applications authorized against GitHub accounts from developer machines
without administrative request

¢ Anomalous GitHub APl usage patterns from employee accounts, including bulk repository
cloning or large-scale token enumeration

Repository-level sighals for GitHub-dependent organizations:

¢ Unexpected changes to GitHub Actions workflows, particularly additions of new secrets,
modifications to permissions, or introduction of unfamiliar third-party actions

e Unscheduled creation of personal access tokens or fine-grained tokens on monitored
accounts



¢ New SSH keys added to user or organization accounts without corresponding
administrative action

Defensive Actions

For organizations using GitHub:

Audit Visual Studio Code extensions installed across engineering teams. Inventory the publisher,
permissions, and usage status of every extension. Remove extensions from unverified publishers
and extensions no longer in active use.

Establish an approved extension allowlist for engineering workstations where operationally
feasible. Block installation of extensions from publishers not on the allowlist through endpoint
management tooling.

Review GitHub Actions workflows across all organizational repositories for unexpected changes,
new secret declarations, or additions of third-party actions from unfamiliar publishers. Pay
particular attention to changes made in the disclosure window.

Rotate GitHub personal access tokens, fine-grained tokens, OAuth application credentials, and any
secrets used in CI/CD pipelines as a precautionary measure. Prioritize secrets that grant write
access to repositories, package registries, or production deployment systems.

Audit OAuth applications and GitHub Apps authorized against organizational accounts. Revoke any
authorization that cannot be tied to a documented business purpose.

Enable and tune GitHub's audit log streaming to centralized logging infrastructure. Configure
alerting on token creation, OAuth authorization changes, repository transfer events, and bulk
repository access patterns.

Monitor for the commit and identity indicators listed above through repository scanning and pull
request analysis.

For organizations more broadly:

Treat developer workstations as a regulated attack surface rather than a productivity tool category.
Standard endpoint controls (allowlisting, EDR coverage, credential vaulting, secret scanning at
commit time) apply with the same rigor as production servers.

Centralize credential storage. Eliminate plaintext credentials from developer workstations through
enterprise password managers and ephemeral credential issuance. Reduce the population of
secrets available to a compromised extension.

Use short-lived credentials for cloud provider access. Replace long-lived API keys with federated
identity, role-assumption patterns, or short-lived token issuance from a central authority.

Apply network egress controls to developer subnets where operationally feasible. Limit outbound
connections from developer workstations to a defined set of destinations and inspect anomalous
outbound traffic.



Treat the IDE itself as a third-party component in the supply chain. Extensions, themes, and
language servers all execute code on the workstation. The same procurement and vetting practices
that apply to production software dependencies should apply to developer tooling.

Maintain an inventory of installed extensions across the engineering organization. Centralized
visibility is the precondition for detecting compromise. Most enterprises lack this inventory entirely.

What This Incident Demonstrates

A single malicious Visual Studio Code extension on one employee workstation produced
unauthorized access to approximately 3,800 internal repositories at one of the largest source code
hosting platforms in the world. The compromised employee was not targeted for any individual
privilege beyond what their normal workstation already held. The exposure was a function of the
default trust relationship between a developer's workstation and the source code platform they
access.

That trust relationship is the structural feature TeamPCP has been exploiting across 2026. The Trivy,
Checkmarx, Bitwarden CLI, and TanStack compromises followed the same pattern at different
points in the supply chain. The GitHub incident extends the pattern into the platform layer.

Two observations follow.

The first is that developer workstations are now the highest-value initial access target in
software supply chain operations. The combination of high-privilege extensions, dense credential
storage, and limited security visibility makes them a category-level vulnerability that no individual
fix addresses. Defensive programs need to treat the developer endpoint as a production attack
surface, with the controls and instrumentation that designation implies.

The second is that a compromise of the platform layer in a software supply chain produces
multiplied downstream effects. The 3,800 internal repositories exposed in this incident are not
just GitHub's exposure. They are a research and reconnaissance asset that any actor with access to
the stolen data can use against every organization that depends on GitHub-hosted infrastructure.
The exposure window for downstream consequences extends well beyond the technical
containment of the original breach.

TeamPCP's 2026 campaign is unlikely to be complete. The pattern of compromise across supply
chain operations has been consistent and economically successful. Defensive programs should
plan for additional incidents in the same operational pattern over the coming months and stage
compensating controls in advance.



Sources
e GitHub public statement on the internal repository compromise, May 2026
e Underground forum monitoring reports on the stolen repository data sale listing
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