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Microsoft 365 Copilot Vulnerabilities and 
the AI Governance Gaps 
Analysis of CVE-2026-26129, CVE-2026-26164, and CVE-2026-33111, with 
a regulatory and control mapping for enterprises running Copilot at scale 
 
On May 7, 2026, Microsoft disclosed three Critical-severity information disclosure vulnerabilities 
affecting Microsoft 365 Copilot and Copilot Chat embedded in Microsoft Edge. All three were 
cloud-side flaws. Microsoft deployed mitigations at the service layer, and no customer action is 
required for these specific issues. No active exploitation was observed prior to disclosure, and 
exploit code maturity is rated as unproven. 
 

AI assistants embedded in productivity suites operate at a privilege level the 
underlying security stack was never designed to govern! 

For security and compliance leaders, the question this disclosure forces is not "did Microsoft patch 
it." It is "if this pattern recurs, and it will, which of our regulatory obligations would have been 
breached, and which controls would the auditor cite as failed?" This brief answers both, and maps 
the compensating governance architecture against the Cytex Unified Platform. 

 

1. The Three Vulnerabilities 
 

1.1. CVE-2026-26129 — M365 Copilot Business Chat Information Disclosure 

Attribute Detail 

Affected component Microsoft 365 Copilot — Business Chat 

Weakness class CWE-138 — Improper Neutralization of Special Elements 

Severity Critical 

CVSS 3.1 base 7.5 

CVSS vector AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 

Temporal score 6.5 (E:U/RL:O/RC:C) 

Impact High confidentiality, no integrity or availability impact 

Exploitation status Unproven; not publicly disclosed or actively exploited prior to publication 

Remediation Cloud-side, fully mitigated by Microsoft 

Credit Estevam Arantes (Microsoft) 
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The flaw stems from improper neutralization of special elements in output used by a 
downstream component. An unauthorized attacker on the network can manipulate how 
Copilot parses input such that sensitive data reachable from the active Business Chat session, 
internal documents, customer data, regulated content, is disclosed across trust boundaries 
that should have constrained it. Scope is unchanged, meaning the impact is confined to the 
Copilot chat context, but in a deployment where chat sessions are routinely created by 
ordinary staff workflows, the blast radius of a single compromised session can be substantial. 

1.2. CVE-2026-26164 — M365 Copilot Information Disclosure (Injection) 

Attribute Detail 

Affected 
component 

Microsoft 365 Copilot 

Weakness class 
CWE-74 — Improper Neutralization of Special Elements in Output Used by a 
Downstream Component (Injection) 

Severity Critical 

CVSS 3.1 base 7.5 

CVSS vector AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 

Temporal score 6.5 

Impact High confidentiality 

Exploitation 
status 

Less Likely; exploit code unproven 

Remediation Cloud-side, fully mitigated by Microsoft 

Credit Estevam Arantes (Microsoft); 0xSombra (independent researcher) 

A network-accessible injection flaw with no privileges required and no user interaction needed. 
The vulnerability forces the AI to mishandle data flowing to a downstream component, 
producing output that discloses information across the trust boundary. The attack profile is the 
worst-case profile for a confidentiality flaw: anyone on the network, no credentials, no clicks, 
no warning. 

 
 

1.3. CVE-2026-33111 — Copilot Chat in Microsoft Edge Command Injection 
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Attribute Detail 

Affected 
component 

Copilot Chat embedded in Microsoft Edge 

Weakness class 
CWE-77 — Improper Neutralization of Special Elements Used in a Command 
(Command Injection) 

Severity Critical 

CVSS 3.1 base 7.5 

CVSS vector AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 

Temporal score 6.5 

Impact High confidentiality 

Exploitation 
status 

Unproven 

Remediation Cloud-side, fully mitigated by Microsoft 

Credit Not publicly acknowledged 

The most consequential of the three from a deployment surface perspective. Edge is broadly 
deployed across enterprise environments, and Copilot Chat embedded in the browser inherits 
both the AI assistant's data access and the browser's session and tab context. A command 
injection at this layer allows unauthorized commands to execute directly within the browser's 
chat context. 

2. Common Attack Profile 
 

All three vulnerabilities share the same CVSS vector and behavior shape: 

• Network attack vector — exploitable remotely with no local access 
• Low attack complexity — no race conditions or fragile preconditions 
• No privileges required — the attacker holds no account or token in the target tenant 
• No user interaction — fully zero-click against the affected session 
• Scope unchanged — impact confined to the Copilot context, but that context aggregates 

email, Teams, SharePoint, OneDrive, Word, Excel, and PowerPoint content 
• Confidentiality: High — the asset at risk is the data Copilot can reach 
• Integrity, Availability: None — silent disclosure, no system disruption 

 

The combined profile is what makes these flaws operationally serious despite the less likely 
exploitation rating. They are the AI-assistant analogue of a server-side request forgery in a privileged 
service account context, low friction to attempt, high consequence on success, and architecturally 
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hard for the customer to detect because the disclosure occurs inside Microsoft's service layer 
rather than on customer-controlled infrastructure. 

3. The Attack Chain — How These Vulnerabilities 
Compromise Enterprise Data 

 

The mechanism is consistent across all three CVEs and worth examining as a class rather than as 
three separate incidents. 

Step 1 — Reach. The attacker reaches a Copilot or Copilot Chat endpoint over the network. No 
credentials, no privileges, no foothold in the tenant required. 

Step 2 — Inject. A crafted input containing special elements that the Copilot service fails to 
neutralize properly is submitted. The form of the input varies by CVE: CWE-138 for parsing-layer 
manipulation in 26129, CWE-74 for downstream-component injection in 26164, CWE-77 for 
command injection in 33111, but the principle is identical: data crosses into a parsing or execution 
context where it is treated as instruction rather than content. 

Step 3 — Leverage the data access model. Copilot's value proposition is its breadth of 
access. Through the Microsoft Graph it retrieves content from the user's mailbox, OneDrive, M365 
Office files, internal SharePoint sites, and Microsoft Teams chat history. This is the attack surface 
that a confidentiality-only flaw activates. 

Step 4 — Disclose. The malformed input causes Copilot to produce output that surfaces content 
the requester should not have seen, sensitive documents, confidential communications, 
intellectual property, regulated records, within the chat context. Because the scope is unchanged, 
the disclosure stays within the Copilot session boundary, but everything inside that boundary is in 
play. 

Step 5 — Silent egress. Unlike traditional data breaches, there is no anomalous outbound traffic 
from the customer's environment, no malware on endpoints, no privilege escalation event in the 
SIEM. The disclosure happens inside Microsoft's service. Customer-side telemetry sees a Copilot 
session; it does not see what that session disclosed unless the customer has specifically 
instrumented Copilot interactions. 

The attack chain reveals the structural issue these CVEs exemplify: AI assistants embedded in 
productivity suites operate at a privilege level the underlying security stack was never 
designed to govern. A Copilot session with access to a user's mailbox has the effective read 
privileges of that user, but the audit trail, DLP enforcement, and policy boundaries that apply to 
direct mailbox access do not consistently apply to AI-mediated access. 

 
 

4. The Regulatory and Control Mapping 
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The three CVEs are technically closed, but the control failures they would have triggered, had they 
been exploited, are not closed, they recur every time a similar vulnerability surfaces in any AI 
productivity tool. The following maps the disclosure pattern to specific framework controls 
 
4.1. ISO/IEC 42001 — AI Management System 

This framework is the international standard for AI management systems and it is directly 
applicable to Copilot deployments. The standard's control set explicitly addresses the AI-mediated 
data access scenario these CVEs represent. This framework treats AI-mediated confidentiality 
breaches as governance failures of the AI Management System itself, not merely as IT security 
incidents. 

ISO/IEC 42001 Control Area Impact 

A.5 — AI policy and objectives 
Information disclosure events violate the documented AI 
use policy if the policy commits to confidentiality 
preservation 

A.6 — Internal organization (roles 
and responsibilities for AI) 

Unattributed or under-scoped AI data access surfaces the 
absence of clear AI ownership 

A.7 — Resources for AI systems 
(data, tooling, human resources) 

Inadequate data-access governance for AI inputs and 
outputs 

A.8 — AI system impact assessment 
Pre-deployment impact assessment failed to identify cross-
application disclosure as a high-impact scenario 

A.9 — AI system lifecycle 
Operational stage controls insufficient to detect and contain 
AI-mediated information disclosure 

A.10 — Data for AI systems 
Failure to control data flowing into AI systems and data the 
AI can reach during inference 

 
4.2. NIST SP 800-53 Rev 5 — Federal Control Catalog 

NIST 800-53 Rev 5 also added AI-relevant supplemental guidance across the SR (Supply Chain 
Risk) family, relevant because Copilot represents a third-party AI service consuming the customer's 
most sensitive data classes. 

For federal agencies and contractors operating under FedRAMP, CMMC, or direct 800-53 
compliance, Copilot information disclosure maps cleanly to several control families: 
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NIST 800-53 Rev 5 Control Affected Behavior 

AC-3 — Access Enforcement 
AI-mediated access bypasses enforcement at the data classification 
boundary 

AC-4 — Information Flow 
Enforcement 

Cross-application data flow through Copilot violates approved flow 
policy 

AC-6 — Least Privilege 
Copilot's broad data access fails least-privilege by design unless 
explicitly constrained 

AC-23 — Data Mining 
Protection 

AI aggregation across mailbox, SharePoint, OneDrive, and Teams is 
the mechanism a data-mining-protection control is designed to 
constrain 

AU-2 / AU-3 / AU-12 — Audit 
Events and Content 

AI interaction telemetry is rarely included in the standard audit 
record set, creating an audit gap 

SC-7 — Boundary Protection 
Trust boundaries assumed by SC-7 are crossed inside the AI service 
layer 

SC-8 — Transmission 
Confidentiality 

Confidentiality of transmitted data fails when the AI itself emits 
sensitive content to an unauthorized requester 

SI-10 — Information Input 
Validation 

The CWE-138, CWE-74, and CWE-77 weakness classes are direct SI-
10 failures 

SI-15 — Information Output 
Filtering 

The downstream-output handling failure is the SI-15 control gap 

PL-8 — Security and Privacy 
Architectures 

Architecture documentation that doesn't account for AI assistants 
as a privileged data consumer fails PL-8 

 
4.3. NIST AI RMF — Map / Measure / Manage / Govern 

The AI Risk Management Framework's four functions all engage with this disclosure pattern: 

• Govern — AI governance policies for cross-application data access are either missing or 
unenforced 

• Map — AI risk mapping did not identify the breadth of Copilot's reachable data as a high-
impact disclosure surface 

• Measure — No measurement of AI interaction risk, prompt content, response sensitivity, or 
guardrail effectiveness was occurring 

• Manage — No active control over AI-mediated information flow at runtime. 
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4.4. HIPAA — Protected Health Information 

For covered entities and business associates running Copilot with reach into clinical data, EHR 
exports, claims processing communications, or PHI-bearing email content, an information 
disclosure vulnerability of this class implicates the HIPAA Security Rule directly: 

HIPAA Security Rule Citation Affected Safeguard 

§164.308(a)(1)(ii)(A) — Risk Analysis 
AI-mediated access was not included in the required 
risk analysis 

§164.308(a)(4) — Information Access 
Management 

Access controls for ePHI do not extend to AI assistants 
consuming the same data 

§164.312(a)(1) — Access Control 
(Technical Safeguards) 

AI session-level access control mechanisms absent 

§164.312(b) — Audit Controls AI interaction audit records insufficient or non-existent 

§164.312(c)(1) — Integrity 
AI-mediated output that misrepresents or discloses PHI 
is an integrity safeguard failure 

§164.312(e)(1) — Transmission Security 
Confidentiality of ePHI in transit through AI services is 
unprotected 

§164.514 — De-identification standards 
AI surfacing of identifiers in summarized output can re-
identify de-identified content 

A successful exploitation of any of these three CVEs in a HIPAA-covered environment is a 
reportable breach event under §164.402 unless the covered entity can demonstrate, through 
documented risk assessment, a low probability of PHI compromise. The cloud-side nature of these 
CVEs does not exempt the covered entity from this analysis, it changes who performs the technical 
remediation, not who holds the breach reporting obligation. 

4.5. EU AI Act 

Microsoft 365 Copilot, when deployed in workflows touching employment decisions, 
creditworthiness, education access, or critical infrastructure operations, may fall under the EU AI 
Act's high-risk classification. Information disclosure vulnerabilities in such a system implicate: 

• Article 9 — Risk management system across the AI lifecycle 

• Article 10 — Data governance, including the integrity and confidentiality of training and 
operational data 

• Article 12 — Record-keeping and logging 

• Article 14 — Human oversight provisions 

• Article 15 — Accuracy, robustness, and cybersecurity 
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The EU AI Act treats cybersecurity of high-risk AI systems as a substantive compliance obligation, 
not an afterthought. 

4.6. SOC 2 — Trust Services Criteria 

For organizations under SOC 2 Type II commitments, Copilot information disclosure flaws affect: 

• CC6.1 / CC6.6 / CC6.7 — Logical access controls and restriction of information assets 

• CC7.1 / CC7.2 / CC7.3 — System monitoring and anomaly detection 

• CC8.1 — Change management for AI-enabled system additions 

• C1.1 / C1.2 — Confidentiality criteria 

 
4.7. GDPR and State Privacy Regimes 

Where Copilot processes EU personal data, an exploited vulnerability of this class triggers Article 
32 (security of processing) and Article 33 (breach notification within 72 hours) obligations. Article 5 
principles of data minimization and purpose limitation are also implicated by AI assistants 
designed for broad data access. State regimes, CCPA/CPRA, Colorado, Connecticut, Virginia, apply 
parallel obligations to U.S. personal data. 

5. Why Microsoft's Cloud-Side Fix Doesn't Close the 
Compliance Loop 

 
The audit question is not "did Microsoft patch CVE-2026-26129." The audit question is: 

at.the.moment.that.CVE.existed?.did.your.environment.have.controls.in.
place.that.would.have.detected?.contained?.or.evidenced.an.
exploitation.event?.and.do.you.have.documentation.that.demonstrates.
those.controls.operated.continuously‽ 

A "no" answer is a finding, regardless of whether exploitation actually occurred! 

Microsoft fixed the technical vulnerabilities, closing the exploitation window for these three flaws. It 
does not retroactively satisfy any of the controls listed in Section 4 that an audit will examine for 
evidence of: 

• AI risk analysis specifically addressing cross-application data access (ISO 42001, HIPAA 
§164.308, NIST AI RMF Map) 

• AI interaction audit records (NIST 800-53 AU family, HIPAA §164.312(b), SOC 2 CC7) 

• AI output filtering and input validation controls (NIST 800-53 SI-10, SI-15) 

• AI lifecycle management and impact assessment (ISO 42001 A.8, A.9, EU AI Act Article 9) 

• AI-mediated information flow enforcement (NIST 800-53 AC-4) 
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• Continuous monitoring of AI security posture (multiple frameworks) 

 

6. Defense and Mitigation — The Cytex Unified Platform 
Approach 

 
The technical CVEs are closed by Microsoft. The control posture they expose is closed by 
governance architecture. The Cytex Unified Platform addresses the latter through a coordinated set 
of capabilities operating across the same data layer. 
 
6.1. Cytex Microsoft Copilot Assessment 

Cytex unified platform includes a dedicated Microsoft Copilot control assessment module. It is 
agentless, no endpoint deployment required, and continuously scopes the M365 tenant against 
Copilot's specific attack surface and data access patterns. The assessment evaluates controls 
across Apps, Identity, Data, DLP Policies, and Copilot-specific configurations, scoring the 
environment and surfacing failing controls with attached remediation guidance. 

For a vulnerability class like the three CVEs in this brief, the relevant assessment outputs include: 

• The over-permissive data access that turns a contained Copilot session into a high-blast-
radius disclosure 

• Identity governance gaps (MFA, conditional access, privileged roles) that compound AI-
mediated risk 

• Sensitivity-label and encryption-at-rest coverage gaps that fail to constrain what Copilot 
can reach 

• DLP policy coverage gaps for Copilot surfaces specifically 

• Copilot-specific configuration weaknesses Microsoft's Secure Score does not evaluate 

The assessment is continuous, not point-in-time. That distinction is what satisfies the 
"continuously operating" requirement most frameworks now embed in their controls. 

6.2. AICenturion Runtime Governance and Guardrails 

For organizations that have deployed Copilot in production, AICenturion's Runtime Guardrails apply 
policy-enforced filters to prompts and responses in real time at the prompt boundary. The relevant 
guardrail types for the disclosure pattern these CVEs exemplify include: 

• PII Detection and Egress Controls — block PII from exiting through AI responses 

• Sensitive-data redaction — redact PII, PHI, credentials, and classified content before it 
reaches an LLM or exits in a response 

• Prompt-injection defense — detect attempts to hijack model instructions through injected 
content (directly relevant to the CWE-74/77/138 attack class) 
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• Topic restriction — constrain model responses to approved subject domains 

• Custom rules — configurable via regex and semantic definitions for organization-specific 
protected content 

Guardrails operate in real time with sub-50ms p50 latency overhead. Every override is logged and 
never silent. This delivers the input validation (SI-10) and output filtering (SI-15) controls that 800-53 
specifies as compensating mechanisms. 
 
6.3. AICenturion Activity Audit and Forensics 

The platform maintains a row-level audit log of every AI interaction, timestamp, user or API key, 
model, token count, override status, prompt data categories, AI safety flags, guardrail result, and 
full prompt and response content. This is the AI-specific audit record set that HIPAA §164.312(b), 
NIST 800-53 AU-2/AU-3/AU-12, and SOC 2 CC7 require, and that standard SIEM and DLP tooling 
does not produce for AI interactions. 
 
6.4. AICenturion Ontology Mapping & Regulatory Correlation 

The Ontology Mapping layer is the feature that translates a Copilot incident into the specific 
regulatory clauses it implicates. A single AI-mediated PHI disclosure event maps simultaneously to 
HIPAA §164.514, NIST 800-53 AC-23, ISO/IEC 42001 A.10, and the customer's internal control IDs in 
the GRC system, without manual correlation. This is what allows compliance reporting to be a 
byproduct of operations rather than a separate audit-cycle deliverable. 

6.5. Cytex Compliance Automation & Continuous Evidence 

The Compliance Automation module delivers automated evidence collection for the control 
families implicated by AI-mediated information disclosure, across the framework set Cytex 
supports: CMMC, FedRAMP Rev 5, HIPAA, ISO 27001:2022, ISO 42001, NIST CSF 2.0, NIST SP 800-
53 Rev 5, NIST SP 800-171 Rev 3, PCI DSS v4, SOC 2, and others. Continuous monitoring through 
Audify replaces periodic self-assessment with state-based compliance posture, surfacing drift the 
moment a control becomes ineffective, including the moment a new AI vulnerability surfaces in a 
connected service. 

6.6. DSPM and Sensitivity Coverage 

Cytex Data Security Posture Management discovers, classifies, and protects sensitive data (PII, 
PHI, secrets) across hybrid cloud environments. This addresses the upstream control: what data is 
Copilot allowed to reach in the first place? An AI assistant with broad access to unclassified, over-
permissioned, or shadow-data stores is a structural risk. DSPM closes the gap. 

6.7. The Architectural Argument 

Cytex provides a unified platform where: 

• The Copilot assessment finding writes to the same data layer as the runtime guardrail event, 
the DSPM classification, and the compliance evidence record 
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• A single AI disclosure incident generates correlated findings across HIPAA, ISO 42001, 800-
53, and SOC 2 in one pass through the Ontology Mapping layer 

• Audit evidence is continuously generated as a byproduct of operations, not assembled at 
audit time 

• The control state is computed continuously, not snapshotted quarterly 

For the specific scenario these three CVEs represent, the customer-side obligation is to 
demonstrate that compensating controls were in place and operating during the exposure window. 
A unified platform produces that evidence as a state, not a project. 

 

7. Recommendations for Security and Compliance Teams 
 

• Map your Copilot deployment surface against the control set in Section 4 for every 
framework you are obligated to. Identify which controls had evidence of continuous 
operation during May 2026 and which did not. 

• Run a Copilot control assessment that scopes Apps, Identity, Data, DLP, and Copilot-
specific configuration against your tenant's actual deployment state. 

• Inventory the data classes Copilot can reach via the Microsoft Graph, mailbox, SharePoint, 
OneDrive, Teams, Office files. Classify what is reachable as if it has been disclosed. 

• Deploy runtime guardrails for AI interactions, with PII and PHI egress controls and prompt-
injection defense as the priority filter set. 

• Stand up AI-specific audit telemetry covering prompt content, response content, override 
status, and guardrail decisions. 

• Map AI interactions to your regulatory framework set through an ontology layer that 
produces continuous compliance evidence rather than periodic reports. 

 

8. Key Takeaway 
 

AI assistants with broad enterprise data access are now a regulated surface under ISO/IEC 42001, 
NIST AI RMF, the EU AI Act, and the AI-relevant supplemental guidance attached to NIST 800-53 Rev 
5. They are a controlled data path under HIPAA, GDPR, SOC 2, and PCI DSS where the underlying 
data classes apply. The control set required to govern them is no longer optional, and the audit 
posture required to evidence those controls is no longer a periodic exercise. 

The pattern matters more than these three CVEs. Information disclosure in an AI service with broad, 
cross-application reach is a recurring class of vulnerability, not a one-time event. The customer-
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side obligation is to maintain a governance architecture that detects, contains, and evidences AI-
mediated risk continuously, independent of any individual vendor's patch cycle. 

The Cytex Unified Platform delivers this architecture through MS Copilot Assessment, AICenturion's 
Runtime Guardrails, Activity Audit, and Ontology Mapping, supported by Compliance Automation 
and DSPM operating on the same data layer. The platform's value in this scenario is that it produces 
the continuous control evidence that closes the compliance loop the CVEs opened. 

 
Sources: 

• Microsoft Security Response Center advisories: CVE-2026-26129, CVE-2026-26164, CVE-
2026-33111 (published May 7, 2026) 

 
 
 
 
 

 

 

 
 

 

Ready to see how AICenturion can secure you against AI risks? 

Request a demo today: hello@cytex.io 
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